NudopmanroHHast naMATKA 1JI 00Yy4arOUIMXCH J1JIs
pasMmenieHus Ha opunuaabHbIX UHTEpHET-pecypcax

C KaXabpIM TOAOM MOJIOJEKH B MHTEPHETE CTAaHOBUTHCS OOJIBIIE, a
IIKOJbHUKH OJHH W3 CaMbIX aKTHBHBIX IIOJb30Bareiieli PyHera. Mexmy
TE€M, TIOMHMO OTPOMHOTO KOJHWYECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U
mpoOsIeMbl. JTa maMsITKa JOJDKHA TTOMOYh TeOe 0€301acHO HAaXOAWThCS B
CETH.

Komnvromepnuwie eupycoi

KoMIbOTEpHBIM BUPYC — 3TO Pa3HOBHUAHOCTb KOMIIBIOTEPHBIX
IporpamMM,  OTJIMUYMTEIBHONH  OCOOCHHOCTBIO  KOTOPOM  SIBJISIETCS
CIIOCOOHOCTh K pPa3MHOXEHMIO. B J10MoIHEeHHEe K 3TOMY, BUPYCHI MOTYT
MOBPEIUTh WJIM TIOJHOCTBIO YHUYTOXKUTH BcEe (ailibl W JaHHBIE,
MOJAKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOpPOro Obula 3amylieHa
3apax€HHas NporpaMMa, a TAKXKE MOBPEAUTh WIM JaXK€ YHUUYTOXUTH
OTIEPAIIMOHHYIO CHUCTEMY cO Bcemu (aitmamu B menoM. B GonbiminHCTBE
CJIy4aeB PACIPOCTPAHSAIOTCS BUPYCHI UEPE3 UHTEPHET.

Memooul 3awumuvl om 8pe0OHOCHbBIX NPOSPAMM:

1. Hcnonb3yil COBpEMEHHbBIE ONEPALIMOHHBIE CHUCTEMBI, UMEIOIIHE
CEepPbE3HBIA YPOBEHB 3aLLUTHI OT BPEIOHOCHBIX POTPaMM;

2. TloctossHHO ycTaHaBiuBai naTuu (1u(poBbIe 3aMJIaTKH, KOTOPHIE
aBTOMATHUYECKH YCTAHABIMBAIOTCSA C IEJBIO IOPAOOTKH NPOTrpaMMbl) U
Ipyrue OOHOBJICHHS CBOEHM oOmeparimoHHON cuctembl. CkauumBal uXx
TOJILKO ¢ oduimanpHoro caiita paspadorunka OC. Eciu cymiectByer
PEXKUM aBTOMATHYECKOTO OOHOBJICHHS, BKJIFOUYH €r0;

3. Pabotait Ha cBOeM KOMITbIOTEPE TOJ1 PaBaMU TOJIH30BATENA, & HE
aIMUHHUCTpaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOrpamMM MHCTAJUIMPOBATHCSA HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcrnons3yil aHTUBHPYCHBIE ITPOTPAMMHBIE POMYKTHI U3BECTHBIX
IPOU3BOJUTENEHN, C aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannub PU3NUECKUIN JOCTYI K KOMIIBIOTEPY MJIs TOCTOPOHHUX
JIULL;



6. MHcnonp3yii BHEITHHE HOCUTENN HH(POPMAIIUH, TaKKe Kak (IIelka,
TUCK WK (ailyl U3 MHTEpHETa, TOJBKO U3 MPOBEPCHHBIX UICTOYHUKOB;

/. He oTkpbBail KOMMbIOTEpHbIE (ailyibl, TMOJy4YCHHBIE U3
HEHAJEKHBIX UCTOYHUKOB. J[ake Te (aiiiibl, KOTOpbIE MpPHCIAT TBOM
3HAKOMBIN. JIydIie yTOUHM Yy HETO, OTIIPABJISUT JIU OH T€O€ HX.

Cemu WI-FI

Wi-Fi — 3T0 He BU Iepeadn JaHHBIX, HE TEXHOJIOTHUS, @ BCETO JIMIIb
Openn, wmapka. FEme B 1991 romy HuzaepiaHjackas KOMIaHUS
3apeructpupoBana Openng «WECA», uto 0003Hauyano CIIOBOCOYETaHUE
«Wireless  Fidelity», xoTopslii mepeBoauTCa Kak «OeCIpOBOJIHAS
TOYHOCTB.

Jlo Hamiero BpeMeHH Jo1nia apyras abopeBuarypa, Koropas sSBIsIeTCs
TaKoM e TexHoJioruen. Ito abopeuatypa « Wi-Fi». Takoe Ha3BaHME OBLIO
JAHO C HAMEKOM Ha CTaHAapT BhICIIMK 3BYKOBOW TexHuku Hi-Fi, uto B
MIEPEBOJIC 03HAYAET «BBICOKAS TOUYHOCTHY.

Jla, OecmiaTHBIM WHTEPHET-AOCTYN B Kade, OTEIsIX W a’dpomoprax
SBJISIETCS OTIWYHOM BO3MOJKHOCTBIO BBIXOJAa B HMHTEpHET. Ho MHOTHE
9KCIIEPTHI cuuTaroT, 4ro oobmenocrymubie WIi-Fi cetm He sBisiorcs
0€e30ITaCHBIMU.

Cosembl no bezonacnocmu pabome 8 obuedocmynmvix cemsax Wi-Fi.

1. He nepenmaBaii cBow  JHWYHYIO  HHPOpManMIO  4Yepes
oobmenoctynusie Wi-Fi cetn. Pabotasi B HUX, JKenaTeIbHO HE BBOJIUTH
MapoJIM I0CTYIIA, JIOTHHBI U KaKhe-TO HOMEPa;

2. HUcnonp3y#h u OOHOBISII aHTUBUPYCHBIE TIPOTPAMMBI U
OpannMayep. Tem caMbIM Thl 00€30M1aCHIITb CE0s OT 3aKaYKK BUpYyca Ha
TBOE YCTPOUCTBO;

3. Ilpu ucnonbzoBanun Wi-Fi oTkmtoun ¢yHkimo «O0muil roctyn
K (pailiaM u npuHTepam». JlaHHas QyHKIMS 3aKpbITa MO0 YMOJIYAHUIO,
OJIHAKO HEKOTOpbIE IMOJb30BATEIM AKTHUBUPYIOT €€ sl yAaoOcTBa
WCIIOJIb30BaHMS B paboTe WU yueoe;



4, He ucnons3yit myonuunbiii WI-FI 1i1st mepenaun TUIHBIX TaHHBIX,
HampuMmep, IS BbIXOJAa B COLMAIbHBIE CETHM WM B 3JECKTPOHHYIO
MOYTY;

5. MHUcnonb3y#i Tonpko 3amuineHHoe coequnenue uepe3 HTTPS, a ve
HTTP, 1.e. npu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOunsrHOM Tenedone oTkiroun GyHkuuio «llogkiroueHue k
Wi-Fi  aBromarmueckm». He  gomyckaii  aBTOMaTHYECKOTO
HOJKITIOYCHHMSI yeTpokicTBa K cetsiMm Wi-Fi 6e3 TBoero coriacusl.

COl(ll(lJleble cemu

ConuanpHble CETH aKTUBHO BXOJAT B Hally >KH3Hb, MHOTHE JIIOJIH
paboTaroT M KUBYT TaM MOCTOSHHO, a B Facebook yxe 3aperncrpupoBan
MUJUTHAP]T YEIOBEK, YTO SBIISICTCS OJTHOM CEIbMOM BCEX KUTEIICH IIaHETHI.
MHorue moiap30BaTeiM HE TMOHUMAIOT, 4TO WMHMOpMaNMs, pa3MelieHHas
UMU B COLUAJIbHBIX CETSIX, MOXKET OBITh HaWJeHa W HCIIOJIh30BaHA KEM
YTOJIHO, B TOM YHCJI€ HE 0053aTENIbHO ¢ OJIaruMu HaMEpPEHHUSIMH.

Ocnosnvie cogemul no 6€30NACHOCMU 8 COUUAIbHBIX Censix.

1. Orpannub cHCOK Jpy3ei. Y TeOs B APY3bIX HE JOKHO OBITH
CIIy4YalHBIX U HE3HAKOMBIX JIIOJICH;

2. 3amuMimaid CBOI 4YacTHYIO >KW3Hb. He ykaspiBail maposu,
TenedoHbl, aapeca, JaTy TBOEro POXICHUS U JPYTYyIO JTUYHYIO
uHpopmanuoo. 3JIO0YMBIIJICHHUKH MOTYT  HCHOJIb30BaTh  JIaKe
MH(pOpMAIMIO O TOM, KaK Thl U TBOU POJAUTENIM ILUIAHUPYETE MPOBECTU
KaHWUKYJIbI,

3. 3amuinai cBoro penmyTaluio — Iep>KU €€ B YUCTOTE U 3a/1aBaii cede
BOIIPOC: XOTE OBl ThI, YTOOBI JPYTHUE MOJIH30BATEIN BUACIH, YTO ThI
3arpyxaeib? [lomymail, mpexie yem 4To-To ommyOJuKOBaTh, HAMUCATH
U 3arpy3UTh;

4. Ecnu Tl TOBOPHUIIB C JIFOJbMHU, KOTOPBIX HE 3HACIIIb, HE UCTIOJIb3Yi
CBO€ pEAIbHOE WMMsSI U JPYTylo JUYHYI0 HWH(OpPMALMHU: UMS, MECTO
KUTEIBCTBA, MECTO y4eObI U MIPOUEE;



5. MWMzGerait pasmemnienus ¢ortorpaduit B MHTEepHeTre, rae ThI
M300pakKeH Ha MECTHOCTH, MO KOTOPOH MOXKHO OMPEISIUTh TBOE
MECTOTIOIOKEHUE;

6. Ilpu peructpainuu B COLMAIBHON CETH HEOOXOUMO UCTIOJIH30BATh
CJIOKHBIE TAPOJIM, COCTOSIIUE U3 OYKB UM LIUPP U C KOJIUYECTBOM
3HAKOB HE MEHee §;

/. [ns coumanbHOM CETH, MOYThl M JPYTUX CAUTOB HEOOXOIUMO
UCIIOJB30BaTh pa3Hble Mmapoiu. Torga ecau TeOs B3JIOMAT, TO
3JI0YMBIIIJICHHUKHU TOJIYyYaT JOCTYN TOJIBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

Inekmponnvie OeHv2U

DNEeKTPOHHBIE JIEHBI'M — 3TO OYEHb YJOOHBIM CIOCOO TIUIATEeXEH,
OJIHAKO CYHIIECTBYIOT MOIICHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TH JCHBIH.

DJIEKTPOHHBIE JICHBIU MOSBUJIIMCH COBCEM HEJABHO M MMEHHO H3-3a
3TOr0 BO MHOTHMX TOCYyAapCTBax JI0 CUX IOp HE MPOIHUCAHO NMPO HUX B
3aKOHAaXx.

B Poccun sxe oHM QyHKITMOHUPYIOT U O HUX YK€ MTPOMHUCAHO B 3aKOHE,
IJ€ UX PA3JEISIIOT Ha HECKOJIBKO BHJIOB — AHOHUMHBIC M HE aHOHUMHBIE.
PazHuiia B TOM, 4TO aHOHUMHBIE — 3TO TE€, B KOTOPBIX pa3peuiaeTcs
MpPOBOJAUTh omepaiuu 0e3 UICHTU(UKALWKM [OJb30BaTelii, a B
HEAaHOHUMHBIX UJECHTU(PUKAIIUH MOJIb30BATEINS SIBIISIETCS 00s3aTEIbHOM.

Taxke ciemyeT pa3nuyuarh 3JIEKTPOHHbIE (PUATHBIE JEHBIU (PaBHBI
rOCYJIapCTBEHHBIM BaJIFOTaM) M JJICKTPOHHbIC He(dUaTHBIE IEHBIH (HE
PaBHBI TOCYJaPCTBEHHBIM BAIKOTAM ).

OcnosHble cosemul no He30nacHoll pa60me C 9JIEKMPOHHBIMU OeHbeamu.:

1. TlpuBsiku K cueTy MOOUIBbHBIN TenedoH. ITO camblil yIOOHBINA U
OBICTPBIM CHOCOO BOCCTAaHOBUTH AOCTYI K cuery. [lpuBsi3aHHbBIN
Tene(OH MOMOXKET, ecly 3a0yjAellb CBOW IJIATEKHBIA Mapoiib WIH
3alJIelIb Ha CAUT C HE3HAKOMOTO YCTPOWCTBA;



2. MHUcnmonp3y#t onmHopazoBbie maponu. Ilocae mepexoma Ha
YCUJIEHHYIO aBTOpH3alnio TeOe ykKe He OyIeT yrpokaThb OMacHOCTH
KpaXkyl WJIM TIepexBaTa IIaTeKHOTO TapoJis;

3. BoiGepu crnoxsblii maponsb. IIpecTynmHukam OyJeT HE MPOCTO
yrajaaTh CJIOXHBIA 1TapoJib. HanexHpie mapoim — 3T0 napoJiv, KOTOPbIE
colep)KaT HE MeHee 8 3HAKOB W BKIIOYAIOT B ce0s CTPOUYHBIE H
NPOMUCHBIE OYKBBI, HUPPHI U HECKOJBKO CHUMBOJIOB, TAaKHE KaK 3HAK
noJiiapa, pyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;

4. He BBOAM CBOM JIMYHBIE JaHHBIE Ha calTaX, KOTOPBHIM HE
JIOBEPSICIIb.

3J1el<mpoumm nouma

DJIEKTpOHHAsA MOYTa — 3TO TEXHOJOTHS WU MNPEAOCTaBIISIEMBIE €IO
YCIIYTU TI0 TIEPECHIIKE U MOJIYUYCHHIO 3JIEKTPOHHBIX COOOIICHUN, KOTOPhIE
pacupeneistoTCs B KOMIIBIOTEPHOU CETH.

OOBIYHO DJICEKTPOHHBIM TOYTOBBIM SIIUK BBITJSAUT CICIYIOIIAM
o0pa3oM: WMS_IOIb30BaTEIA(@UMs_JOMEeHaA. Takke KpoMe mepeaadu
IIPOCTOr0 TEKCTa, IMEETCS BO3MOXKHOCTh Iepe/iaBaTh (hailiibl.

OcHogHble cosembl no 6e30naAcHol pabome ¢ NeKMPOHHOU NOUMOUL:

1. Hano BbIOpaTh NpaBUIbHBIN TOYTOBBIN CepBUC. B UHTEpHETE €CTh
OTPOMHBINM BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYyYIIIEe
IOBEPATH TEM, KOT'O 3HACIllb, U KTO IIEPBBIA B PEUTUHIE;

2. He yka3piBaii B TuuHOM MouTe Ju4yHyI0 nHbopmaiuio. Hanmpumep,
Jydile BbIOpaTh «My3bIKalbHbIA (paHaT@» nin «pok2013» BMecTo
«remal3»;

3. MHcnonw3yii ABYyXdTamHYI aBTOPHU3AIUIO. DTO KOTJa MOMHMO
napoJisi Hy>KHO BBOJIUTh KOJI, TPUCBUIAEMBIN 110 SMSS;

4. BpiOepu clOXHBIM nmapoib. s KaXI0ro NOYTOBOIO AIIMKA
JOJI’KEH OBITh CBOM HAJEKHBIN, YCTONYMBBIN K B3JIOMY MapOJib;

5. Ecnm ecTh BO3MOXKHOCTH HaIMCAaTh CAMOMY CBOM JIMYHBIA BOIIPOC,
UCHOJIBb3YH 3Ty BO3MOKHOCTD;



6. Hcnonp3yi HECKOIBKO MOYTOBBIX AIMMKOB. [1epBhIi 1711 YacTHOU
MEPENUCKH C aJpecaraMu, KOTOPBIM Thl JJOBEPSEIb. ITO JICKTPOHHBIN
aJpec He HaJ0 MCIIOJb30BaTh P PETUCTpallMU Ha (popymax U calTax;

/. He oTkpsiBaii (ailsibl U IPyTHUe BIOXKEHUS B MUChMax JaXKe €Clu
OHU MPUNUIK OT TBOUX Jpy3eu. JIydllle yTOUHU Yy HUX, OTIPABIISIIN JIU
oHM TeOe 3TU (Paitibl;

8. Ilocme okxoHuaHuss pabOTHl HaA TOYTOBOM CEpPBHUCE TEpe
3aKPBITHEM BKJIAJIKU C CAUTOM He 3a0y/b HaXaTh Ha «BeIATIY.

Kubepoynnunz unu eupmyaivroe uzoeeamebcmeo

KubepOymauHr — mpeclieioBaHHE  COOOIICHUSMH,  COJIECpPIKAIUMHU
OCKOpPOJICHUS, arpeccuio, 3alyTHBaHHWE; XYJIWUTAaHCTBO, COIMAJIBHOE
OOMKOTHUPOBAHHE C MIOMOIILIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHogHvle cosempl no bopvoe ¢ KUOEepOVIIUHSOM.

1. He Opocatics B 60i. Jlydmmii crioco0: MOCOBETOBATHCS KaK ceOs
BECTH W, €CJIM HET TOro, K KOMy MOXHO OOpaTHThCS, TO BHAYaie
YCIOKOUThCS. Eciyu Thl HayHENIb OTBEYaTh OCKOPOJICHHSIMH Ha
OCKOPOJICHHUSI, TO TOJIBKO €I11€ OO0JIbIIIEe Pa30XkiKellb KOHPIUKT;

2. YmupaBisiii cBoel KuOeppemyTaiuei;

3. AHOHUMHOCTH B ceTr MHUMasl. CyIIECTBYIOT CIIOCOOBI BHISICHUTb,
KTO CTOUT 32 aHOHUMHBIM aKKayHTOM,;

4. He crouT BecTHM XYyJIWIraHCKHl 00pa3 BHUPTYyaJbHOW JKHU3HH.
NHTepHeT PuKCUpyeT BCce TBOU JACHCTBUS U COXpAHAET UX. Y JAJUTh UX
OyJzieT kpaiiHe 3aTpyAHUTEIBHO;

5. Cobnronait cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Wrnopupyi enuHuuHbIA HeraTuB. OTHOPA30BbIE OCKOPOUTENbHBIE
COOOIIIeHUS JIy4Ille UTHOPUPOBaTh. OOBIYHO arpeccusi MpeKpaliaeTcs
Ha HaYaJbHOM CTAJMU;

/. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMHU
COOOIIICHUSIMH, B COITMATIBHBIX CETSIX €CTh BO3MOKHOCTH OJOKUPOBKHU
OTIPaBKH COOOIEHUN ¢ ONPE/ICTICHHBIX aJIPECOB;



8. Ecnu TbI cBUAETENs KNOCPOYIIIMHTA. TBOM JEHCTBHUA: BBICTYIIHTH
NPOTUB TIpecienoBareis, TIoKa3aTb €My, YTO €ro JACHCTBHUS
OIICHUBAIOTCS HETaTUBHO, TMOJJEpKaTh JKEPTBY, KOTOPOW HYKHA
IICUXOJIOTHYECKasi  MOMOIIb, COOOIIUTh B3POCHBIM O  (akTe
arpecCUBHOTO MOBEJICHUSI B CETH.

Moounvnviit meneghon

CoBpemeHHbIe cMapT(OHBI U TUJIAHIIETHI COJEPXKAT B ceOe BIIOJIHE
B3pOCTBIM  (PYHKIIMOHAN, W TEMepb OHU MOTYT KOHKYpHUPOBATb CO
CTAaMOHAPHBIMU  KOMIIblOTepaMu. OAHAKO, CPEACTB 3aIUMTHI IS
MOJOOHBIX YCTPOMCTB IMOKa OYEHb MaJio. TecTUpOBaHUE U TIOUCK
ySI3BUMOCTEM B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak s [IK, To xe
caMog€ KacaeTcsi U MOOUITbHBIX MPUITOKEHUM.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl yKe MPAKTUYECKH TOTHAIN
HACTOJIbHBIC aHAJIOTH, OJTHAKO pacHIMpeHre PyHKIIMOHAJA BICYET 3a COO0M
OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

I[EU'IGKO HC BCC IMPOU3BOIUTCIIN BBIITYCKAIOT O6HOBJ'I€HI/I$I,
3daKPbIBAOIIUC KPUTUYICCKUC YA3ZBUMOCTHU IJIsSI CBOUX YCTpOﬁCTB.

OcHogHble cosembl 011 0€30NACHOCU MOOUNbHO20 MeledhOHA.:

1. Huuero He sBIAETCS IMO-HAcTOsIIEMY OecruiaTHBIM. bynb
OCTOPO’KEH, BEeJlb KOT1a Te0e ImpeiaratoT OECIUIaTHbIM KOHTEHT, B HEM
MOTYT OBITh CKPBIThI KAKHE-TO TIJIATHBIE YCIYTH;

2. Jlymaii, npexze uem oTrpaButh SMS, ¢hoTo wim Buaeo. Tel TOYHO
3HAeIIb, € OHU OYAYT B KOHEUHOM UTOTE?

3. Heo0xomuMo OOHOBISATH ONEPALMOHHYID CHUCTEMY TBOETO
cMapTdoHa;

4, MHcnone3yd aHTHBUPYCHBIC MPOTPpaMMbI  JUII  MOOMIIBHBIX
Tene(OHOB;

5. He 3arpy»xail npuioXeHHsl OT HEU3BECTHOI'O HCTOYHUKA, BE/Ib OHU
MOTYT COJIEpKaTh BPEIOHOCHOE IPOrpaMMHOE 00€CTIEUEHUE;



6. Ilocme Toro kak Tl BBIMJACIIH C CaiTa, TJ€ BBOJWJ JIMYHYIO
MHGOPMAIIMIO, 3aiI1 B HACTPOHKH Opay3epa u yaaiu cookies;

/. llepuonnuecku NpoBEpsii KaKue IJIATHBIE YCIYTH aKTUBUPOBAHBI
Ha TBOEM HOMEPE;

8. HaBaii cBoii HOMEp MOOWJIBHOTO Teiae(OHA TOIBKO JIIOJISIM,
KOTOPBIX THI 3HACIIb U KOMY JOBEPSICIIb;

9. Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJAAa Thl MM HE
noyb3yembes. He 3a0piBali HHOTIa MPOBEPSATH ITO.

Online uzpo

CoBpeMEHHbIC OHJIAMH-UTPBI — ITO KPACOUHBIC, 3aXBaThIBAIOIIUE
pa3BieyYeHUs, OOBEIUHSAIONINE COTHU THICSY YEJIOBEK MO BCEMY MHUDY.
HUrpoku wuccienyroT [OaHHBIA WM MHp, OOIIAIOTCA APYr C JPYrom,
BBITIOTHSIOT 3aJlaHusl, CPakaroTCsd C MOHCTpPAMH M TMOJIy4alOT OMbBIT. 3a
yJAOBOJILCTBUE OHU ILJIATAT: MOKYHAIOT JUCK, OIUIAYUBAIOT a0OHEMEHT WU
MPUOOPETAIOT KAKHUE-TO OMIIUH.

Bce cpeacTBa UAYT HaA IMOAACPIKAHNUC U PA3BUTHUC UI'PbI, 4 TAKIKC
Ha cCaMy 0e30I1aCHOCTb: COBCPHICHCTBYKOTCA CHCTCMbI aBTOPHU3aAllMH,
BBIITYCKAKOTCA HOBBIC IIATYHU (I_[I/I(l)pOBBIC 3aljiIaTKu  JJIsd nporpaMM),
3daKPBIBAOTCA YA3BUMOCTHU CCPBCPOB.

B HOI[O6HBIX HUIrpax CTOUT OIMaCaTbCsl HC CTOJIBKO CBOUX COIICPHUKOB,
CKOJIBKO KpaXu TBOCro IIapojisi, Ha KOTOPOM OCHOBaHa CHCTCMa
ABTOpHU3alu OOJIBIIMHCTBA Hrp.

OcHoeHble coeembl o 0€30NACHOCHU MBEOE20 uzpoeoco aKkkaynma:

1. Ecam ppyroil urpok Bemer cels IJIOXO WIM CO3JaeT Teoe
HEMPUSITHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanylics amMUHUCTpATOpaM UTPHI HA TIOXO0E MOBEICHHUE 3TOTO
UTPOKA, JKEJIATEIIbHO MPUJIIOXKUTh KAKHE-TO JI0KA3aTEIbCTBA B BHUIE
CKPHHOB;

3. He yka3piBaii tuunyto nHdopmainio B npodaiie urpbl;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;



5. He ycranaBnuBaii HeopuiMaIbHbIE TATYH U MO/IBI;
6. Hcnonb3yi cloXKHBIC U pa3HbIE APOJIH;

/. Jaxe BO BpeMsi UTPhbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [loka Thbl
UTPaCIlib, TBOM KOMIIBIOTEP MOTYT 3aPa3UTh.

Duwiunz unu Kpasdica it4HblIX OaHHBIX

OObIYHOM Kpa)keil JIeHET W JIOKYMEHTOB CETOJIHS YK€ HUKOr0 He
YAUBUIIb, HO C PAa3BUTUEM HHTECPHET-TEXHOJIOTUN 3JI0YMBIILICHHUKN
MEPEMECTUIIUCh B MHTEPHET, W MPOJOJHKAIOT 3aHUMATHCS <«JTFOOMMBIM))
JETIOM.

Tak mosBuUiIach HOBas yrpo3a: HWHTEPHET-MOIICHHUYECTBA WJIU
GuIIUHT,  TJaBHas  I1eJIb  KOTOPOrO0  COCTOMT B  MOJYYEHUH
KOH(PUACHIIMATBHBIX JTAHHBIX TOJIb30BaTeNie — JOTWMHOB M mapoJjei. Ha
aHTIMicKoM si3bike phishing ynTaercs kak ¢ummHr (0T fishing — priOHas
JI0BJIs, Password — mapoib).

OcHosHble cosembl no bopvoe ¢ puUHeOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl 1mojio3peBaeliib, YTO TBOS
aHkera OblJa B3JOMaHa, TO HEOOXOAMMO 3a0JOKHUPOBaThH €€ W
COOOIINTH AAMUHHUCTPATOPAM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. HWcnonw3yit Oe3ornacHble BeO-CaiThl, B TOM YHUCJE, HHTEPHET-
Mara3uHOB U MOMCKOBBIX CUCTEM;

3. MHcnonw3yii crmoxkHble W pa3Hble mapojd. Takum 00pa3om, eciiu
TeO0s B3JIOMAIOT, TO 3JOYMBIIUICHHUKH MOJy4aT OCTYI TOJIBKO K
OJIHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3j0MaId, TO HEOOXOIUMO MPEIYIPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE JOOABIEHBI Y TEOS B JIPY3bsiX, O TOM, YTO T€OA
B3JIOMaJIM U, BO3MOKHO, OT TBOETO UMEHU OYAET PacChlIaThCs ClaM U
CCBUIKU Ha (PUIIIMHTOBBIC CANTHI;

5. YcranoBu HaJexHbIM n1aposib (PIN) Ha MOOUIIBHBIN TeneoH;

6. OTkiII0YM cCOXpaHEHUE MapoJisi B Opay3epe;



/. He otkpsiBaii (paiiiasl u Ipyrue BIOXKEHHUS B MMUChMaxX Ja)ke eCiu
OHM MPUIIIN OT TBOUX Apy3e. Jlyule yTouHu y HUX, OTIPABISIN JIU
OoHU TeOe ITU (paiJIbL.

Hughposasn penymauus

[udposass pemyrauust — OSTO HEraTUBHAs WJIM TO3UTUBHAS
uHpopmaiuss B cetu o Tebe. Kommpomerupytromas wuHbopMaius,
pa3MelIeHHas: B UHTEPHETE MOXKET CEPhE3HbIM 00pa3oM OTPa3UThCs Ha
TBOeW peanbHOM Xu3HU. «lludpoBas pemyrauus» — 3TO TBOW HMHUIXK,
KOTOPBINA popMupyetcs u3 nHbopmaiuu o Tebe B UHTEpHETE.

TBoe MecTo XHUTENbCTBA, y4ueObl, TBO€ (PUHAHCOBOE IOJIOKEHHUE,
0COOEHHOCTH XapaKTepa U paccKasbl 0 OJM3KUX — BCE ATO HAKAILJIMBAETCS B
CETH.

MHoTHe TMOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K ITyOJMKAIHH
auyHo  wHpopmanmu B VHTepHeTe, HE TOHHMAas BO3MOXKHBIX
nocyieacTBui. Thl Jaxke HE CMOXKEIb 10TafaThCcs O TOM, 4TO (pororpadus,
pasMelieHHass 5 JIeT Haszajd, cTajla NMPUYMHOM OTKaza NPHUHATH TeOs Ha
paborty.

KommenTapuu, pasmelnienue TBoux (ororpaduii u aApyrue AeHCTBUA
MOTYT HE UCUE3HYTh JIa)K€ MOCJIE TOT0, KaK Thl UX yIAJHIIb. Thl HE 3HACIID,
KTO COXPaHWI 3Ty MH(POPMAIIUIO, MOTMAJIA JIU OHA B MIOUCKOBBIE CUCTEMBI U
COXpaHUJIACh JIM OHA, a TTIABHOE: UTO MOyMaIOT 0 TeOE OKPYIKaIOIIee JT0/IH,
KOTOpBIE HaWAYT W yBUAAT 3T0. HaliTu mHOpMaIuio MHOTO JIET CIyCTs
CMOXET 000 — Kak M3 JOOpBIX MOOYXKIAEHUM, TaK U C HAMEPEHUEM
OPUYUHUTH BpPEJ. DTO MOXKET OBITh KTO YTOJHO.

OcHogHble cosemvl no 3awume Yyuppoeou penymayuu:

1. Tlomymaii, npexJie 4em 4To-TO IMyOJMKOBATh U NepeaBaTh y ceOsl
B 0JIOre WM B COI[UATIBHOM CETH;

2. B Hactpoiikax npoduiis yCTaHOBH OrpaHUYEHHUS HA MPOCMOTP
TBOETO MPOQWIA M €ro COAECPKUMOro, CAeNail €ro TONbKO <«JJs
Ipy3en»;



3. He pa3memaii u He yka3piBail ”HQOpPMAIIMIO, KOTOpas MOXKET KOTO-
100 OCKOPOJIATH UK OOMKATh.

Aemopckoe npago

CoBpeMeHHBIE CTYACHThl — AaKTHBHBIE IMOJb30BATENN IU(DPOBOTO
npoctpancTBa. OIHAKO J1aJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTHUMU
BO3MOXXHOCTSIMM LUPPOBOTO Mupa TpeOyeT coOMAeHUs NpaB Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun  «uHTeNJIEKTyadbHass COOCTBEHHOCTH»  OTHOCHUTCA K
pa3IMYHBIM TBOPEHHUSM YEJIOBEUECKOTO yMa, HayuHasg C HOBBIX
M300peTEeHN W 3HAKOB, 0003HAYAIONIUX COOCTBEHHOCTh Ha MPOAYKTHI U
yCIyTH, W 3aKkaH4yuBas KHUTaMmH, Qororpadusmu, KHHOPUIBMaAMH U
MY3BIKQIBHBIMH IPOU3BEICHUSMH.

ABTOpPCKHE MpaBa — 3TO MpaBa Ha HHTEIJICKTYaIbHYI0 COOCTBEHHOCTD
Ha TMPOW3BEICHUSI HAYKH, JIUTEPATypbl U HCKyCCTBa. ABTOpPCKHE IpaBa
BBICTYMAalOT B Ka4eCTBE TapaHTHUU TOr0, YTO HWHTEIUICKTyaJbHbIN/
TBOPYECKUN TPy aBTOpa HEe OyJeT HampacHbIM, JaCT €My CITPaBEIJIMBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOEr0 TpPyJa, MOJYyYUTh
U3BECTHOCTh U npu3zHaHue. Hukrto 0e3 paspemieHus aBTOpa HE MOXKET
BOCIIPOM3BOJUTh €r0  IPOU3BEICHUE, PACIPOCTPAHSTh, IYOJIUYHO
JEMOHCTPUPOBATh, IMPOAaBaTh, HMIIOPTUPOBATH, NyCKaTh B MPOKaT,
MyOJIMYHO MCTIOJHSATh, MTOKA3bIBATh/UCIOJHATH B 3(DUpe WK pa3MellaTh B
NuTepHere.

Hcnonb30BaHNE «IUPATCKOT0» MPOTPAMMHOTO 00€CHEYEHUS MOMKET
MPUBECTH KO MHOTUM PHUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM J0
OJIOKUPOBKM TBOETO YCTPOMCTBA, TJi€¢ YCTAHOBJICHHBIA HE JerajabHas
nporpamma. He cTOUT Takke 3a0bIBaTh, YTO CYIIECTBYET JIETalbHbBIE U
OecruiaTHbBIE TPOTPAMMBI, KOTOPHIE MOKHO HAWTH B CETH.

O nopmane

CeTeBUYOK.p( — TBOM I'JIaBHBIN COBETUYHMK B CETH. 3/1€Ch Thl MOKEIIIh Y3HATH
0 0€30IMacCHOCTH B CETH TOHATHBIM M JOCTYIHBIM SI3BIKOM, a MpH



BO3HUKHOBEHUH KPUTUUYECKOWU CUTYaIIMU OOPATUTHCS 32 COBETOM. A TakxKe
MPUHATH yYacTUE B KOHKYpPCaxX U CTaTh CAMBIM ITU(DPOBBIM I'PakJaHUHOM !



